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Social Cyber-Security

e the science to characterize, understand, and
forecast cyber-mediated changes in human
behavior, social, cultural and political outcomes

and

e the engineering to build the cyber-infrastructure
needed for society to persist in its essential
character in a cyber-mediated information
environment under changing conditions, actual or
imminent social cyber-threats
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Influence Campaigns are more than
“fake news”

Russian Information Campaign Lines of Effort in NATO
exercise
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Traditional Information Warfare

e Dismiss
— Belittle what is being said

e Distort
— Twist the facts
e Dismay
— Create fear inducing narratives

e Distract
— Create or support a very different narrative
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BEND Framework

e Influencers
e Bots

e Trolls

e Cyborgs

e BEND maneuvers

e Shape content

e Shape groups

e Exploit data providers’ algorithms

e Group
e Individual

e Echo-chamberness
¢ Polarization
e Hysteria
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Bots Exploit Technology
and Social Cognition
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The Information Environment
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Bots/trolls are force multipliers that spread narrative
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and attack the counter narrative
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Influence Operations and Memes
Russian Meme
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Impact
~\\\\\\\§\~‘~\ﬁ‘ BN NEEREESR
SN EERNNNSEEEENES

I ERERERERRRRRRRRRRIRNNENDNEE]
PR RERERREIRNRNRIRNNERINER]
LSRR RRENENERINENERERINDRY]
LEEEREEVRERRENRENNEINENREINEE]
IR RERRETRERRERIEIRERRNENEY]
LERER RN EEREERERERIREENREREN]
LR ERERNRENIRENERDRINERNRE]
(ERERERERRERERE L IRARENEENERE]
LRI ERRRNRRLIRDRERRDRNNNE] . ll
vaniiegie Mellon

etanomics




Neutralize Attempt

Last year, a determined actor has conducted an intimidation attack
against Iona Craig, an Irish free lance journalist reporting on the
conflict in Yemen [40]
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Numerous random accounts follow her N
account every day, some with disturbing 2010 ot rcor
profile images.
As of 6 June 2018, our Tier 0 algorithm
showed that 18,800 of her followers had
bot-like screen names.
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Strategic Goal

Boost HExci’[e -
-
CASOS,

Used CUES Memes Images Cyborgs i ﬁ

9/25/2019 X NUTTHT TV UTHIT Y, oMo,
SR, SCS, CMU 1T Carnegie Mellon

Russia vis NATO - Goal:
Divide and Conquer

Boost —ﬁ Dismay

|

Back




Bots in Canadian Election ced = Bofs
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Understanding the Digital Landscape

It's about
CONTROL!!!

e Find and track topic groups
e Find key actors and narratives
e C(Classify by type

e BEND enables control
- Creating
— Influencing
— Countering

— At both
the actor/group and narrative level
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e https://sites.google.com/view/social-cybersec//

e http://www.casos.cs.cmu.edu/

e kathleen.carley@cs.cmu.edu
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