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Distributed shared ledger 
• Consensus total order on “transactions”

• No central authority
• No reversal of transactions

• Applications:
• Cryptocurrencies
• Smart contracts
• Digital property
• Gaming



 
 

 
 

    
     

Scaling problem 
• Bitcoin can handle ≈ 7 transactions/second.
• Ethereum can handle ≈ 15 tps.
• Paypal can handle ≈ 450 tps
• Visa can handle 56k tps (claimed)

• Proof-of-work is secure because it is slow.
• To serve as a general currency, we need a completely different

technology.



 

    

Byzantine consensus 
• Get participants to agree on something
• Up to 1/3 can break the rules
• Solved in theory in 1982 [Lamport, et al.]

• Impractical: voting rounds require lots of messages



 

    
  

   

    

   

Hashgraph  [Baird 2016]
• First practical algorithm

• No proof-of-work
• No voting messages

• Based on a gossip protocol:
• Create event when receiving a message

• Attach a payload of transactions
• Track who talks to whom, in what order
• Conduct a virtual election

• Each event’s vote is determined by its 
ancestry

• Gossip allows each participant can carry out 
the election independently

• Agree on a total order on network events



    
  

    

   

Hedera Hashgraph 
• A distributed leger / cryptocurrency based on Hashgraph
• Gossip protocol’s overhead is very low:

• Don’t send any messages you wouldn’t send anyway
• Add a gossip payload to each message

• Throughput ≈ 10k-500k tps (in experiments)



 
       

  
 

 

Honest peers 
• Never create a fork

• X and Y are a fork if they have the same creator, and neither is an
ancestor of the other

• An honest peer’s events are linearly ordered
• Over 2/3 are honest



     
     

  

    
     

  
 

 

Strongly seeing 
• X sees Y if:

• (1) X is a descendant of Y
• (2) a technical condition holds, such that no event can see both

sides of a fork
• X strongly sees Y if:

• there exists a set of peers P such that:
• (1) P contains over 2/3 of the peers
• (2) for every Z in P

• X is a descendant of Z
• Z sees Y



Strongly-seeing lemma 
• If X and X’ are a fork, they cannot both be strongly seen,

even by different events
• Proof

• Suppose Y strongly-sees X, and Z strongly-sees X’
• Let P and P’ be the corresponding sets of peers

• Then there exists at least one honest peer in P ∩ P’
• Let V and W be the mediating events on that honest peer

• Then V and W are linearly ordered
• Without loss of generality, assume V is an ancestor of W

• Thus W sees X’ (directly) and X (through V)
• That can’t happen



Witnesses 
• Break events into rounds
• Each peer’s first inhabitant in a round is called a witness
• Advance to a new round when you can strongly-see 2/3 of

the previous round’s witnesses

• Cheaters can have multiple witnesses per round
• But – by the lemma – at most one can be strongly seen
• The extra witnesses are irrelevant



    

    
       

  
 

     
   

   
  

Famous witnesses 
• An event enters the consensus order when “most” peers

can see it
• Can’t say all peers, because some might not be talking
• You can’t know if silent peers have seen it or not

• Use famous witnesses
• A witness is famous if most later witnesses can see it

• Use virtual voting to determine
• Since it’s famous, nearly everyone knows about it

• (In particular, what it can see)
• An event enters the consensus order the first round in

which every famous witness is a descendent



  
   

   
    

   
 

Verification 
• Formalized correctness proof using Coq.

• (Popular proof assistant developed in France.)
• 13k lines of Coq
• Gives 100% confidence that the algorithm works,

barring some flaw in the model or in Coq.
• (Extremely unlikely.)



 
     

   

Ongoing and future work 

• Verify the algorithm that is actually implemented.
• Verify the Hashgraph software.

• First, develop the machinery to make it possible.



 Thank you 


	Formalizing the hashgraph gossip protocol
	Distributed shared ledger
	Scaling problem
	Byzantine consensus
	Hashgraph  [Baird 2016]
	Hedera Hashgraph  
	Honest peers
	Strongly seeing
	Strongly-seeing lemma
	Witnesses
	Famous witnesses
	Verification
	Ongoing and future work
	Thank you



Accessibility Report



		Filename: 

		formal-methods-3-kcrary-formalizing-the-hashgraph-gossip-protocol.pdf






		Report created by: 

		Emily Schneider


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 2


		Passed manually: 0


		Failed manually: 0


		Skipped: 1


		Passed: 29


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Needs manual check		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Needs manual check		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top


