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Letter from the Director
DEAR FRIENDS

I would like to introduce myself and share with you CyLab’s 2018-19 year in review, which includes 
a brief reflection on the first 15 years of CyLab. I joined the Carnegie Mellon faculty at the end of 
2003, shortly after the launch of CyLab. Fifteen years later, I was appointed director of CyLab in 
January 2019. So both CyLab and I celebrated 15 years at CMU this year.

Over the past 15 years, CyLab has become the preeminent interdisciplinary academic security and 
privacy institute. CyLab currently includes about 30 core faculty and another 80 affiliated faculty, 
plus staff, postdocs, and students. We have faculty from across the university, including those 
with appointments in several departments in the School of Computer Science and the College of 
Engineering, Social and Decision Sciences, Philosophy, Heinz College, Tepper School of Business, 
the Information Networking Institute, and the Software Engineering Institute. While most of our 
faculty are in Pittsburgh, we also have faculty at our Silicon Valley, Qatar, and Africa campuses. In 
addition, CyLab partners with about two dozen external organizations, including companies and 
government agencies that have joined our growing partnership program.

One of CyLab’s greatest strengths is our collaborative, interdisciplinary approach to security and 
privacy research and education. We are the epicenter of usable privacy and security research 
(which is my personal focus), with collaborations across the university. In addition, with CMU’s 
strength in artificial intelligence, we have become a leader in research at the intersection of security 
and AI, including adversarial machine learning and cyber autonomy. These are just a couple of the 
many examples of collaborative research at CyLab. Going forward, we will continue to provide 
research support, seed funding, and a welcoming collaborative environment to encourage more 
innovative interdisciplinary research.

CyLab faculty have launched many innovative and unique educational programs in the security 
and privacy space. CMU offers masters programs in information security, security policy and 
management, and privacy engineering, among others. Last year, CMU was awarded a $5 million 
renewal of its National Science Foundation CyberCorps Scholarship for Service program through 
2023. We recently launched an undergraduate concentration in security and privacy and expanded 
our undergraduate course offerings in these areas. 

We’ve had a lot of excitement in the past year. We launched our Secure and Private IoT initiative 
and funded a dozen projects. Over 27,000 students participated in our picoCTF cybersecurity 
competition. Professor Virgil Gligor was inducted into the Cybersecurity Hall of Fame, four CyLab 
faculty won IEEE Cybersecurity awards, and two CyLab researchers won NSA’s Best Scientific 
Cybersecurity Paper Competition. CMU hosted the Women in Cybersecurity (WiCyS) conference in 
Pittsburgh. A team consisting of researchers from Microsoft Research, Inria, and CyLab released 
the world’s first verifiably secure industrial-strength cryptographic library, “EverCrypt.” The 
Knight Foundation provided $5 million to create The Center for Informed Democracy and Social 
Cybersecurity (IDeaS) to fight online disinformation. CMU’s competitive hacking team, the Plaid 
Parliament of Pwning, won the “World Cup” of hacking at DefCon for the fifth time in seven years. 
And I could go on and on!

Please take some time to read more about our accomplishments over the past year as well as 
in the 15 years since the creation of CyLab. We look forward to continuing collaborations and 
partnerships over the next 15 years and beyond!

Director and Bosch Distinguished Professor in Security and Privacy Technologies, CyLab

FORE Systems Professor of Computer Science and of Engineering & Public Policy 
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ngagements
“Social Cyber-Security”
Keynote IEEE Intelligence and Security 
Informatics, Florida International 
University, Miami, FL, November 2018

“Social Cyber-Security”
Keynote MOBICOM, Delhi, India, 
October 2018

Martin Carlisle

“Using picoCTF to Teach Introductory 
Computer Security Concepts”
Presented workshop at Computer 
Science Teachers Association 
Conference, Phoenix AZ, July 7, 2019

Lorrie Cranor

“Tales of an Accidental Computer Science 
Professor” 
Keynote talk at the Women in 
Cybersecurity 2019 (WiCys), Pittsburgh, 
PA, March 29, 2019

“Security and Privacy for Humans” 
Keynote talk at Expeditions in 
Computing: 10 years transforming 
science and society, Washington, DC, 
December 6, 2018

“Consumer Demand and Expectations for 
Privacy,” FTC Hearing the FTC’s Approach 
to Consumer Privacy, April 9, 2019 

“Designing Notice and Consent for 
the Internet of Things,” International 
Association of Privacy Professionals 
Global Privacy Summit 2019, 
Washington, DC, May 1, 2019. 

Lorrie Cranor co-chaired the first USENIX 
Conference on Privacy Engineering 
Practice and Respect (PEPR’19) in August 
with CyLab Alumna Lea Kissner.

Dena Haritos Tsamitis

“Fraud Alert: Shatter Impostor Syndrome” 
The Diana Initiative Speaker, August 
2018

“Changing the Diversity Game, One 
Scholarship Recipient at a Time” 
International Consortium of Minority 
Cybersecurity Professionals (ICMCP) 
Speaker, September 2018

“Fraud Alert: Shatter Impostor Syndrome” 
Grace Hopper Celebration of Women in 
Computing (GHC) Speaker, September 
2018

“Paying it Forward: How Women in 
Tech Groups Can Spark a Culture Shift, and “Provably Secure, Provably Isolated Code”

DARPA ISAT Principled Hardware/
Software Interfaces (PHI) Workshop, 
February, 2019. 

How You Can Help!” 
Women in Cybersecurity (WiCyS) Panel 
Moderator, March 2019

Jason Hong

“Security and Privacy Challenges for IoT 
Security, Privacy and Human Behavior” 
RSA Conference, Mar 4, 2019

“How We Will Fail in Privacy and Ethics  
for the Emerging Internet of Things” 
UCSD HDSI Mini Symposium on Security 
+ Privacy, February 28, 2019.

“Are My Devices Spying On Me? Living 
 in an Age of Ubiquitous Computing.”
Lakehead University, “Rise of the 
Machines”,  February 26, 2019

“Helping Developers with Privacy” 
Keynote Speaker at the IEEE Symposium 
on Visual Language and Human-Centric 
Computing Oct 2, 2018

Corina Pasareanu

“Symbolic Execution and Probabilistic 
Reasoning”
Invited talk at the 16th International 
Symposium on Automated Technology 
for Verification and Analysis, Los Angeles 
CA., October 2018

Bryan Parno

Jon Peha

“How Multi-Network Access Agreements 
among Cellular Operators and MVNOs 
Could Reduce Cost”
Keynote talk at the 18th IEEE Wireless 
Telecommunications Symposium, New 
York City, April 2019

Norman Sadeh

“MAPS: Scaling Privacy Compliance Analysis 
to a Million Apps”
Privacy Enhancing Technologies 
Symposium, July 2019 

“Our Privacy Infrastructure for IoT and our 
work on Personalized Privacy Assistant” 
IAPP Global Privacy Summit, May 2019

“Wombat Security Technologies: How 
We Got to a $225M Exit by Phishing our 
Customers”
TiE Pittsburgh keynote, Schwartz Center 
for Entrepreneurship, Carnegie Mellon 
University, November 29, 2018

“Debating Ethics: Dignity and Respect in 
Data-Driven Life” 
Panelist, 40th International Conference 
of Data Protection and Privacy 
Commissioners, European Parliament, 
Brussels, October 2018

Norman Sadeh (far left) served on a plenary panel on privacy and ethics at the International 
Conference of Data Protection and Privacy Commissioners (ICDPPC) in Brussels. 
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Featured Grants Received by Faculty
Lujo Bauer, Matt Fredrikson, and  
Mike Reiter were awarded an NSF  grant 
for their project, “Using Machine Learning 
to Build More Resilient and Transparent 
Computer Systems.” 

Jan Hoffman was awarded the Faculty 
Early Career Development (CAREER) Award, 
the National Science Foundation’s most 
prestigious award for young faculty 
members. The NSF award will support his 
work regarding quantitative properties, 
such as available memory and execution 
time, associated with formal verification 
techniques.

Dena Haritos Tsamitis was awarded a 
$5 million renewal of the CyberCorps® 
Scholarship for Service (SFS) Program 
through 2023. The SFS@CMU program 

provides students a full-tuition 
scholarship and a generous stipend for 
living expenses in exchange for 
government service in a cybersecurity 
role after graduation.

Corina Pasareanu and collaborators 
from UC-Berkeley and UC-Santa Barbara 
were awarded an NSF grant for “HUGS: 
Human-Guided Software Testing and 
Analysis for Scalable Bug Detection and 
Repair.”

Kathleen Carley, Doug Sicker, and 
David Danks were awarded a $5 million 
grant for the Knight Foundation to 
create the Center for Informed Democracy 
and  Social Cyber-Security (IDeaS).

Osman Yagan was awarded an NSF  
grant for his project, “Contagion Processes 
in Multi-layer and Multiplex Networks.”

Fei Feng was awarded a grant from 
the U.S. Army Combat Capabilities 
Development Command’s Army Research 
Laboratory for a project titled, “Learn to 
Defend Against Unknown Attackers and 
Deceptive Attacks.”

Norman Sadeh was awarded a $1.2 
million grant from the NSF to develop 
and evaluate a privacy assistant to 
answer people’s privacy questions.

Norman Sadeh was awarded an NSF 
grant to inform the development of 
privacy controls in mobile and IoT 
applications using contextual integrity.

Featured Faculty Recognitions
2018 IEEE Cybersecurity Award for 
Practice
Recipient: Lujo Bauer, Nicolas Christin, 
Lorrie Cranor, and collaborators, in 
recognition of their body of research  
on password security.

2018 IEEE Cybersecurity Award for 
Innovation
Recipient: Alessandro Acquisti, for his 
groundbreaking work on the economics 
and behavioral economics of privacy  
and personal information security.

SC Magazine’s 2018 Women in IT 
Security Power Player
Recipient: Dena Haritos Tsamitis, for  
her achievements in information security 
and education.

Best Paper Award at ACM MobiHoc 
2019
Recipient: Giulia Fanti and collaborators, 
for their paper, “Barracuda: The Power of 
ℓ-polling in Proof-of-Stake Blockchains.”

Honorary Doctorate, Faculty of 
Business, Economics and Informatics 
at University of Zurich
Recipient: Kathleen Carley, for “pioneering 
contributions to our understanding 
of social systems by means of 
computational methods. Through 
the development of new methods to 
study social networks, she shaped 
the development of data science and 
computational social science and 
provided important stimuli for the study  
of digital societies.”

Most Influential Paper Award at 
Automated Software Engineering 2018 
Recipient: Corina Pasareanu and 
collaborators, for their paper, 
“Assumption Generation for Software 
Component Verification,” originally 
presented at ASE 2002.

2019 Class of Andrew Carnegie Fellows 
by the Carnegie Corporation of New 
York
Recipient: Lorrie Cranor

Test of Time award at the 2018 ACM 
Joint European Software Engineering 
Conference and Symposium on the 
Foundations of Software Engineering
Recipient: Corina Pasareanu and 
collaborators for their paper, “Differential 
Symbolic Execution,” originally presented 
in 2008. 

Retrospective Impact Award at the 
2018 International Symposium on 
Software Testing and Analysis
Recipient: Corina Pasareanu and 
collaborators for their paper, “Test Input 
Generation with Java Pathfinder,”  
originally published in 2004. 

Board of Directors appointee for RSA 
Conference (2018-present)
Recipient: Dena Haritos Tsamitis

Board of Advisors appointee 
for Minorities in Cybersecurity 
(2018-present)
Recipient: Dena Haritos Tsamitis

NSA’s Best Scientific Cybersecurity 
Paper Award
Recipients: Tiffany Bao and David Brumley
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2013: Jason Hong developed 
PrivacyGrade.org, a website that assigns 
letter grades to apps based on how they 
treat users’ data. Subsequently, the FTC 
charges that the developer of the Android 
Flashlight App, one of the most popular 
Android apps at the time, deceived 
consumers about its data practices. 

2014: A CyLab team won DefCon’s 
“Crack me if you can” password-cracking 
challenge, combining multiple cracking 
approaches to crack more passwords 
than any of their competitors. The same 
researchers would eventually go on to 
develop and win Best Paper Awards for a 
machine-learning-based tool to calculate 
password strength (USENIX Security, 
2016) and a password creation interface 
that helps users create stronger, but still 
memorable, passwords (ACM CHI, 2017). 

October 2015: Two CyLab teams 
were awarded DARPA Brandeis grants. 
Norman Sadeh and colleagues’ project 
focuses on personalized privacy assistants 
that can assist smartphone users in 
protecting their privacy. Jason Hong and 
colleagues are working on  improving the 
privacy of Android smartphones with new 
ways of analyzing app behaviors, developer 
support, and user interfaces.

2015: David Brumley became 3rd 
director of CyLab. He also became CyLab’s 
first Bosch Distinguished Professor in 
Security and Privacy Technologies, a 
position to be held by the CyLab director. 

2016: David Brumley’s startup, 
ForAllSecure, advanced CyLab research 
on automated attacks to win the 2016 
DARPA Cyber Grand Challenge, a first-of-
its-kind completely autonomous hacking 
competition. The team received  
$2 million in prize money.

2016: Lujo Bauer and colleagues 
demonstrated the first physically realizable 
attacks on a machine learning-based 
system, using custom eyeglass frames 
to fool state-of-the-art facial-recognition 
systems.

2016-2017: Virgil Gligor led work to 
establish what is known as a “root of trust,” 
creating a test that — for the first time 

ever — could detect malware on a device 
with near certainty. The study received a 
Distinguished Paper Award (NDSS, 2019), 
and Gligor would be inducted into the 
Cybersecurity Hall of Fame for this work 
and others in 2019.

2017: Doug Sicker became the interim 
director of CyLab while David Brumley went 
on-leave to grow his startup, ForAllSecure.

2018: CyLab launched the Secure and 
Private IoT initiative, co-directed by Vyas 
Sekar and Anthony Rowe, with founding 
sponsors Amazon Web Services, AT&T, 
Infineon Technologies, and Nokia Bell Labs. 
At a time when the number of IoT devices 
is exploding, CyLab’s IoT initiative aimed 
to create the knowledge and capabilities 
to build secure and privacy-respecting IoT 
systems.

2018: A team led by Lujo Bauer, 
Nicolas Christin, Lorrie Cranor was 
awarded the IEEE Cybersecurity Award 
for Practice in recognition of their massive 
body of research on password security. 
Alessandro Acquisti was awarded the IEEE 

Cybersecurity Award for Innovation for his 
groundbreaking work on the economics 
and behavioral economics of privacy and 
personal information security. 

2018: Norman Sadeh and colleagues 
successfully executed the first-ever 
automated analysis of over 1 million mobile 
apps for privacy compliance to analyze the 
text of privacy policies and code analysis 
techniques.

2018: The $27.5 million CONIX  
Center was established at CMU to build 
smarter networks to connect edge devices 
to the cloud, with CyLab’s Anthony Rowe 
as director.

2018: Marios Savvides’ startup HawXeye 
was acquired by Bossa Nova Robotics to 
make their aisle-roaming robots smarter. 
Their robots were in over 50 Walmart 
stores around the country at the time, 
scanning shelves for out-of-stock or 
misplaced products.

2018: CMU launched a security and 
privacy concentration to undergraduates 
in computer science and in electrical and 
computer engineering.

2018: David Brumley and recent 
graduate Tiffany Bao won the NSA’s 6th 
Annual Best Scientific Cybersecurity Paper 
Competition for their paper on the impact 
of information sources on code security. 
Previously, CyLab researchers won the 
4th Annual competition and received 
honorable mention in the 3rd annual 
competition.

2019: Lorrie Cranor became the  
4th director of CyLab.

2019: Kathleen Carley, Doug Sicker, and 
David Danks were awarded a $5M grant 
from the Knight Foundation to launch the 
Center for Informed Democracy and Social 
Cybersecurity to foster research around 
topics such as how to better recognize 
disinformation online, how to identify who 
is spreading it, how to inoculate groups 
against it, and how to counter it. 

David Brumley (third from left) celebrates on stage with his startup, 
ForAllSecure, for winning the DARPA Cyber Grand Challenge in 2016. 
The team used CyLab-born technologies to create an autonomous 
hacking system that out-hacked six other qualifying teams. 
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